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What exactly is Ghostbuster?

System based on radio receivers
(one or more) that detects other
passive receivers (eavesdroppers)
in a physical area.
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Detecting Eavesdroppers is HARD! Why?

e No detectable footprint in the
wireless medium (e.g., no
active transmissions).

e Can be physically concealed,
making visual detection difficult.
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Ghostbuster Detection: Listening to the Ghosts
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Ghostbuster Detection: Simplified Scenario |

Isolated System”

*system does not exchange matter or energy with surroundings 6
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Ghostbuster Detection: Simplified Scenario |
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Ghostbuster Detection: Long DFTS
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e Power remains constant for
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e Same noise power is distributed over more bins = SNR per bin increases.
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Ghostbuster Detection: Long DFTS
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WiFi Chipset/ Frequency Band @ f, = 2.437 GHz Frequency Band @ f, = 5.745 GHz
Design Leakage freq. | Leakage SNR Design Leakage freq. | Leakage SNR
USEP Daughterboard in GHz @ lm in dB in GHz @ 1m in (dB)
g?ﬁ;ﬁf;gﬁ:::;;giﬁi a 2.437 12.8 -23.0 a 5.745 107-25.01
Intel: 4965 C 3.514 19.8 a 5.745 10.7
Intel: 3165, 5100, 5300 b 4.874 12.6-19.7 d 3.65 20.4-22.2
Intel: 7260, 7265, 8260 b 4.874 10.1-13.1 a 5.745 12.6-16.0
Qualcomm: AR93XX b 4.874 11.3 d 3.65 21.1
Qualcomm: AR9271,

AR9485, AR9170 b 4.874 7.2-143 N/A N/A N/A
USEP N210: SBX board a 2.437 50.8 N/A N/A N/A
USRP N210: CBX board a 2.437 50.2 a 5.745 56.7
USRF N210: UBX board a 2.437 53.4 a 5.745 57.5

Table 1: Leakage measured 1 meter away for different WiFi eavesdroppers.

Signal length = 1 sec

FFT Size = 20x106 (assuming
802.11 OFDM sampling rate)
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Ghostbuster Detection: Simplified Scenario |

Isolated System”

*system does not exchange matter or energy with surroundings 10
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Ghostbuster Detection: Simplified Scenario |l

Time-Domain Signal
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Ghostbuster Detection: Simplified Scenario |l
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Ghostbuster Detection: Artifacts and Discontinuities

Time-Domain Signal
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Ghostbuster Detection: Artifacts and Discontinuities

Time-Domain Signal
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Ghostbuster Detection: Artifacts and Discontinuities

Time-Domain Signal
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Ghostbuster Detection: Artifacts and Discontinuities

Time-Domain Signal
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Ghostbuster Detection: Artifacts and Discontinuities

Time-Domain Signal
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Ghostbuster Detection: Simplified Scenario |

Isolated System”

Problem 2: DFT Artifacts

*system does not exchange matter or energy with surroundings 18
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Ghostbuster Detection: The Algorithm

P1 P2
Algorithm 1 Ghostbuster's Cancellation Algorithm - Time-Domain Signl
1| for k** packet do | =
2 for m*" MIMO Receiver do "
3 Decode packet using standard OFDM decoder. £
4 for Each OFDM Symbol do B
5: f(") « CFO coarse & fine estimates
6 i1 ° : Time (seconds)
7 while F(f™1 201 > Threshold do
i all!  WrigHTERLRASTSQ(FU 1, xpm(t))
Fl (0
: L CrapmNTDESCENT(ET, £ (1) Easy! — Ethernet Preamble
1L end while
12 Xm(t) « a*,f* (other than the DC bin)
1% Fen(t) 6= Xp(t) — X,(2)
14; end for
15: Pm(t) « combination of rp,(t) from all symbols
16: Pu(f) « FFT(pm(1))
17: Hp(fpe) & Pulfpe)
18: end for
10 5i(t) « spatial cancellation using each H,,( fpe)
20 end for

21: s(t) < combination of s;(t) from all packets

22 S(f) «= FFT(s(t))
23: Find spike of eavesdropper’s RF leakage.
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Ghostbuster Detection: The Algorithm

P1 P2 ,
Algorithm 1 Ghostbuster’s Cancellation Algorithm - Time-Domain signal
1: for k™ packet do =t | J || ‘ B
2. | for m*" MIMO Receiver do | Ml | | Antenna 1
3 Decode packet using standard OFDM decoder. - |
4 for Each OFDM Symbol do HHE
5: (0 « CFO coarse & fine estimates |
6 i1 ° : Time (seconds)
7 while E(F"1 3071y > Threshold do P1 P>
% i) — WrrgnTERLEASTSQ(F! ), X (1)) 2000 1 e parain Sianal e
9 f « GrapmENTDESCENT(A"), X/m (1)) 2000 1 T ke e
10: ie—i+1 1000 |
1L end while H . Antenna 2
12: %m(t) «— a*,f* (other than the DC bin) £
13: Fanlt) & x,(8) — X, (1) oo
14; end for 20001
15: Pm(t) « combination of rp,(t) from all symbols 5 7 3 3 ;
Time (ceconds)
15 Po(f) < FFT(pm(t))
17: Hp(fpe) & Pulfpe)
18: end for
19 5i(t) « spatial cancellation using each H,,( fpe)
20 end for

21: s(t) < combination of s;(t) from all packets

22 S(f) & FFT(s(t))
23: Find spike of eavesdropper’s RF leakage.

Antenna 1

Antenna 2 -
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Ghostbuster Detection: The Algorithm

- - - P1 P2
Algorithm 1 Ghostbuster's Cancellation Algorithm oo Time-Domain Signal
1 for k'* packet do N
2 for m*" MIMO Receiver do % Antenna 1
3 Decode packet using standard OFDM decoder. | £
4 for Each OFDM Symbol do B
5: f® « CFO coarse & fine estimates
& ie—1 o
7 while E(f" 311y > Threshold do
i all!  WrigHTERLRASTSQ(FU 1, xpm(t)) More Stgps to
9 f) « GRADIENTDESCENT(A!, xm(t)) get bits
10: ie—i+1
11 end while .
12 Xm(t) « a*,f* (other than the DC bin)
13: Fon() = (1) — %pm(t) 1 N-1 ofy
14: end for 1000 cp = — ] e —2mi—+ N
15: Pm(t) « combination of rp,(t) from all symbols , N
16: Pu(f) « FFT(pm(1)) n=(
17: Hp(fpe) & Pulfbe) -
18: end for o000
19: si(t) «— spatial cancellation using each Hpy( fpe) ’Tr=
20: end for Cor_rected
21: s(t) « combination of s(t) from all packets Slgnal
22 S(f) «= FFT(s(t))
23: Find spike of eavesdropper’s RF leakage. CFO - CP

Correction Removal ”




Ghostbuster Detection: The Algorithm

P1 P2

Algorithm 1 Ghostbuster’s Cancellation Algorithm

1:
2.
3
4
5:
i
T
i
9

10
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17
18:
10
20
21
An
2%

for k** packet do
for m*" MIMO Receiver do
Decode packet using standard OFDM decoder.
Ifor Each OFDM Symbol do I
f07 < CFO coarse & fine estimates
i—1
while F(f™1 201 > Threshold do
al! — WrigrTERLEASTSQ(FU ), x (1))
f(0 « GrapENTDESCENT(A!, xm(t))
Pe—i+1
end while _
Xm(t) « a*,f* (other than the DC bin)
Fualt) = x5 (1) — %,u(2)
end for
Pm(t) « combination of rp,(t) from all symbols
Pu(f) « FFT(pm(t))
Hp(fpe) & Pm(foc)
end for
5i(t) « spatial cancellation using each H,,( fpe)
end for
5(t) «— combination of s(t) from all packets

S(f) « FFT(s(t))
Find spike of eavesdropper’s RF leakage.
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Time-Domain Signal

Amplitude
)

Antenna 1

3000

2000

1000

-1000

-2000

Only OFDM symbol
(no leakage):

N-1
$(t) _ j27rfkt/N
\ kz:; }
|
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Ghostbuster Detection: The Algorithm

- - - P1 P2
Algorithm 1 Ghostbuster's Cancellation Algorithm - Time-Domain Signl

1 for k'* packet do N

2 for m'" MIMO Receiver do " Antenna 1

3 Decode packet using standard OFDM decoder. H
4 Ifor Each OFDM Symbol do I B

5: f07 < CFO coarse & fine estimates

& i—1

7 while F(f™1 201 > Threshold do

% al! — WrigrTERLEASTSQ(FU ), x (1))

9 f(0 « GrapENTDESCENT(A!, xm(t)) Output OFDM
10: e i+1 Decoder
1L end while o S2
12 Xm(t) « a*,f* (other than the DC bin)

1% Fen(t) 6= Xp(t) — X,(2) o

14: end for 1000

15: Pm(t) « combination of rp,(t) from all symbols ,

16: Pu(f) « FFT(pm(1))

17: Hp(fpe) & Pulfpe) o

18: end for 00

19: s (t) « spatial cancellation using each Hy(fpc) S CFO correction
20: end for

21: s(t) < combination of s;(t) from all packets

22 S(f) «= FFT(s(t))
23: Find spike of eavesdropper’s RF leakage.

23



Ghostbuster Detection: The Algorithm

Algorithm 1 Ghostbuster’s Cancellation Algorithm
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for k** packet do
for m*" MIMO Receiver do
Decode packet using standard OFDM decoder.
Ifor Each OFDM Symbol do I
f07 < CFO coarse & fine estimates
i—1
while F(f™1 201 > Threshold do
al! — WrigrTERLEASTSQ(FU ), x (1))
f(0 « GrapENTDESCENT(A!, xm(t))
Pe—i+1
end while _
Xm(t) « a*,f* (other than the DC bin)
Fualt) = x5 (1) — %,u(2)
end for
Pm(t) « combination of rp,(t) from all symbols
Pu(f) « FFT(pm(t))
Hp(fpe) & Pm(foc)
end for
5i(t) « spatial cancellation using each H,,( fpe)
end for
5(t) «— combination of s(t) from all packets

S(f) « FFT(s(t))
Find spike of eavesdropper’s RF leakage.

P1 P2

DARTMOUTH

Time-Domain Signal
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Ghostbuster Detection: The Algorithm

Algorithm 1 Ghostbuster’s Cancellation Algorithm
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for k** packet do
for m*" MIMO Receiver do
Decode packet using standard OFDM decoder.
Ifnr Each OFDM Symbol do I
f07 < CFO coarse & fine estimates
i—1
while F(f™1 201 > Threshold do
all) WrIGHTENLEASTSQ(F! 1), 1 (1))
f'0 « GrADIENTDESCENT(2', xpm(t))
Pe—i+1
end while
Xm(t) « a*,f* (other than the DC bin)
Falt) & x5, () — X,(2)
end for
Pm(t) « combination of rp,(t) from all symbols
Pu(f) « FFT(pm(t))

H,,(foe) < Pulfpe)
end for

5i(t) « spatial cancellation using each H,,( fpe)
end for
5(t) «— combination of s(t) from all packets

S(f) « FFT(s(t))
Find spike of eavesdropper’s RF leakage.

DARTMOUTH

31 S2 Only OFDM symbol
(no leakage):
N-1 -
. j(t) — Z &kemekt/N
k=0 \[
e i Best
Estimates
Error tion (SSE)
_ N-1 )
B £) = |et) - &(t)]
t=0
Minimize
VE =0
V2E >0
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Ghostbuster Detection: The Algorithm

Algorithm 1 Ghostbuster’s Cancellation Algorithm

10
11:
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1
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4
Ge
f
7
R
El

: for k*" packet do

for m'" MIMO Receiver do
Decode packet using standard OFDM decoder.
for Each OFDM Symbol do
I f0) «— CFO coarse & fine estimates I
e 1
while F(f™1 201 > Threshold do
all) WrIGHTENLEASTSQ(F! 1), 1 (1))
f'0 « GrADIENTDESCENT(2', xpm(t))
Pi—i+1
end while
Xm(t) « a*,f* (other than the DC bin)
Fualt) = x5 (1) — %,u(2)
end for
Pm(t) « combination of rp,(t) from all symbols
Pin(f) « FFT(pm(t))
Hp(fpe) & Pm(foc)
end for
5i(t) « spatial cancellation using each H,,( fpe)
end for
5(t) «— combination of s(t) from all packets
S(f) « FFT(s(t))
Find spike of eavesdropper’s RF leakage.

2(t) =
k=0 \[

31 S2 Only OFDM symbol
(no leakage):

1000

~ kemekt/N

gD
S

00 01 02 03 04 05 B eSt

Estimates
Error function (SSE):

B, F) = Zw: #(0)

(fsubcarrier + fCFO)
F

Initialize f ——— fr =
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Ghostbuster Detection: The Algorithm

Algorithm 1 Ghostbuster’s Cancellation Algorithm

1 for k'* packet do
2 for m'" MIMO Receiver do
3 Decode packet using standard OFDM decoder.
4 for Each OFDM Symbeol do
5: f(" « CFO coarse & fine estimates
6 i—1
7 ile E(FU-Y 30-11 > Threcshold do
% a! — WrirTERLEASTSQ(F( ) x (1))
9 f'l) « GraDIENTDESCENT(a', 2 (1))
10: Pe—i+1
1L end while
12 Xm(t) « a*,f* (other than the DC bin)
1% Fen(t) 6= Xp(t) — X,(2)
14; end for
15: Pm(t) « combination of rp,(t) from all symbols
15 Po(f) < FFT(pm(t))
17: Hp(fpe) & Pm(foc)
18: end for
10 5i(t) « spatial cancellation using each H,,( fpe)
20 end for

21: s(t) < combination of s;(t) from all packets

22 S(f) «= FFT(s(t))
23: Find spike of eavesdropper’s RF leakage.
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-2000

S1 S2

Initialize f ——— fr =

Solve fora
(fixed f)

Error function (SSE):

E(a,f) = Z|w

DARTMOUTH

Only OFDM symbol
(no leakage):
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Y

Best
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(fsubcarrier + fCFO)

F,

1 N_l -
- Z m(75)6—27rifkt/N
N t=0
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Ghostbuster Detection: The Algorithm

Algorithm 1 Ghostbuster’s Cancellation Algorithm

10
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: for k*" packet do

for m*" MIMO Receiver do
Decode packet using standard OFDM decoder.
for Each OFDM Symbeol do
f(" « CFO coarse & fine estimates
i—1
while F(f™1 201 > Threshold do

alt) WHTEHTRHT.‘RASTSE!'F{I Yoxm(t)

f' « GrADIENTDESCENT(2', xpm(1))

1+—1+1
end while
Xm(t) « a*,f* (other than the DC bin)
Falt) & x5, () — X,(2)
end for
Pm(t) « combination of rp,(t) from all symbols
Pu(f) « FFT(pm(t))

H,,(foe) < Pulfpe)
end for

5i(t) « spatial cancellation using each H,,( fpe)
end for
5(t) «— combination of s(t) from all packets

S(f) « FFT(s(t))
Find spike of eavesdropper’s RF leakage.

3000

2000

1000

-1000

-2000

S1 S2

Solve fora
(fixed f)

Error function (SSE):

E(a,f) = Z|w

~

DARTMOUTH

Only OFDM symbol
(no leakage):

~ kemekt/N

Y

Best
Estimates

gD
S

z(t)|”

Gradient Descent

Update f <

OF
Solve for =

1 N_l -
- Z m(75)6—27rifkt/N
N t=0

of

28



Ghostbuster Detection: The Algorithm

Algorithm 1 Ghostbuster’s Cancellation Algorithm

1:
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5:
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14:
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2%

for k** packet do
for m*" MIMO Receiver do
Decode packet using standard OFDM decoder.
for Each OFDM Symbeol do
f(" « CFO coarse & fine estimates
i—1
while F(f1 a1} > Threshold do
a'"! « WrIGHTENLRASTSQ(f' ™, xm(t))
f'0 « GrADIENTDESCENT(2', xpm(t))
Pi—i+1
end while
Xm(t) « a*,f* (other than the DC bin)
Falt) & x5, () — X,(2)
end for
Pm(t) « combination of rp,(t) from all symbols
Pin(f) « FFT(pm(t))

H,,(foe) < Pulfpe)
end for

5i(t) « spatial cancellation using each H,,( fpe)
end for
5(t) «— combination of s(t) from all packets

S(f) « FFT(s(t))
Find spike of eavesdropper’s RF leakage.

3000

2000

1000

-1000

-2000

S1

S2

04

05

Solve fora
(fixed f)

DARTMOUTH

Only OFDM symbol
(no leakage):

N-1 )
:E(t) — Z &keZﬂ'ifkt/N
k=0

N

Best
Estimates

1 N_l -
- Z m(75)6—27rifkt/N
N t=0
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Ghostbuster Detection: The Algorithm

Algorithm 1 Ghostbuster’s Cancellation Algorithm

1:
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i
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19:
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for k** packet do
for m!" MIMO Receiver do

Decode packet using standard OFDM decoder.

for Each OFDM Symbol do

f(°) < CFO coarse & fine estimates

i—1

while F(f™1 201 > Threshold do
al! — WrigrTERLEASTSQ(FU ), x (1))
f(0 « GrapENTDESCENT(A!, xm(t))
Pi—i+1

end while

Xm(t) « a*,f* (other than the DC bin)

Tl ) €= X ) — Xoml2)

end for

Pm(t) « combination of rp,(t) from all symbols

Pin(f) « FFT(pm(t))

Hp(fpe) & Pulfpe)

end for

5i(t) « spatial cancellation using each H,,( fpe)
end for
5(t) «— combination of s(t) from all packets

S(f) « FFT(s(t))
Find spike of eavesdropper’s RF leakage.

31 S2 Only OFDM symbol
(no leakage):
N-1
o .’f?(t) — dke2mfkt/N
=0 \ [
— == Best
Estimates

Remove DC bin from Z(t) (i.e.,dg ):

 Represents NULL subcarrier (i.e., has no
data)

« Contains Tx and Eavesdropper Leakage
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Ghostbuster Detection: The Algorithm

Algorithm 1 Ghostbuster’s Cancellation Algorithm

1:
2.
3
4
5:
i
T
i
@

10
11:
12:
13
14:
15:
16
17

18:
19:
20
21
An
2%

for k** packet do
for m*" MIMO Receiver do
Decode packet using standard OFDM decoder.
for Each OFDM Symbeol do
f(" « CFO coarse & fine estimates
i—1
while F(f™1 201 > Threshold do
all) WrIGHTENLEASTSQ(F! 1), 1 (1))
f'0 « GrADIENTDESCENT(2', xpm(t))
Pe—i+1
end while
Xm(t) « a*, f* (other than the DC bin)
Fra(t) 6= x,, (1) — X, (2
end for
Pm(t) « combination of rp,(t) from all symbols
Pu(f) « FFT(pm(t))

H,,(foe) < Pulfpe)
end for

5i(t) « spatial cancellation using each H,,( fpe)
end for
5(t) «— combination of s(t) from all packets

S(f) « FFT(s(t))
Find spike of eavesdropper’s RF leakage.

3000

2000

1000

-1000

-2000

S1

S2

04

05

r(t) = zi(t) — &:(2)

Only LO

leakages in

S1

DARTMOUTH

Only OFDM symbol
(no leakage):

N—-1 3
.’E(t) — dkeZﬂ'ifkt/N
2N
Best
Estimates
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Ghostbuster Detection: The Algorithm

Algorithm 1 Ghostbuster’s Cancellation Algorithm

L
2
3
4
5
[
7
3
9

10:
11:
12:
13
14
15:
16:
17:
18:
19:

20:
21
Ak
23

for k'" packet do
for m'" MIMO Receiver do
Decode packet using standard OFDM decoder.
for Each OFDM Symbol do
f® « CFO coarse & fine estimates
i—1
while F(f=1 201 > Threshold do
;:1(” — WRIGHTRnT.EAsTSQ(F‘“ D xm(t)
f{) « GrADIENTDESCENT(A'!, x (1))
P—i+1
end while
Xm(t) « a*,f* (other than the DC bin)
F (1) = x,,(8) — X,u(t)

end for
Pm(t) « combination of ry,(t) from all symbols
Pm(f) & FFT(pm(1))

Hy(foe) < Pulfoc)
end for

si(t) « spatial cancellation using each H,,(fpc)
end for
s(t) « combination of s;(t) from all packets

S(f) « FFT(s(t))
Find spike of eavesdropper’s RF leakage.

3000

2000

1000

-1000

-2000

S1

S2

04

05

r(t) = zi(t) — i (f)

Only LO

leakages in

S2

DARTMOUTH

Only OFDM symbol
(no leakage):

N—-1 3
.’E(t) — dkeZﬂ'ifkt/N
2N
Best
Estimates
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Ghostbuster Detection: The Algorithm

Algorithm 1 Ghostbuster’s Cancellation Algorithm

L
2
3
4
5
[
7
3
9

10:
11:
12:
13

for k'" packet do
for m'" MIMO Receiver do
Decode packet using standard OFDM decoder.
for Each OFDM Symbol do
f® « CFO coarse & fine estimates
ie—1
while F(f=1 201 > Threshold do
all) WRIGHTRnT:msTSQ[I?“ D xm(t)
()  GRADIENTDESCENT(A!, xm(1))
P—i+1
end while
%m(t) < ", f* (other than the DC bin)
Fr(t) &= X (1) — X, (2)
end for

Pm(t) « combination of ry,(t) from all symbols

Pmlf) « FFEI(pm(t))

Hy(foe) < Pulfoc)
end for

si(t) « spatial cancellation using each H,,(fpc)
end for

: s(t) « combination of si(t) from all packets

. S(f) « FFT(s(t))
: Find spike of eavesdropper’s RF leakage.

P1 P2

Time-Domain Signal

DARTMOUTH

Amplitude
)

Antenna 1

2000

1000

-1000

-2000

>2 r(t) = zg(t) — @g(t)

S1,52,...,SN

p(t) = [rsi(t),rs2(t), ..., rsn(t)]
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Ghostbuster Detection: The Algorithm

Algorithm 1 Ghostbuster’s Cancellation Algorithm

10:
11:
12:
13
14
15:

1
2
3
4
5
i1
7
A
9

. for k'" packet do

for m'" MIMO Receiver do

Decode packet using standard OFDM decoder.

for Each OFDM Symbol do

™ « CFO coarse & fine estimates

i—1

while F(f=1 201 > Threshold do

U ann-rnni.tASTSQ(ﬁ! U, xm(t))

f)  GRADIENTDESCENT(3U) » (0

fe—i+1
end while
#m(t) < ", f* (other than the |
Fralt) &= x,(t) — X, (1)
end for

(1) «— combination of r,(t) fror,
P (f) < FFT(pm(t))
Hy(fpe) « Pu(fpe)

end for

sp(t) « spatial cancellation using eacl

end for

: s(t) « combination of si.(t) from all pack’

. S(f) « FFT(s(t))
: Find spike of eavesdropper’s RF leakage.

Amplitude

0.2 4

0.14

0.0 4

-0.1 4

—0.2

DARTMOUTH

Time-Domain Signal

cr
552

Antenna 1

Amplitude

p(t) without Noise

—— Leakage Eavesdropper
— Leakage Tx

0.0

0.1 0.2 0.3 0.4 0.5
Time [s]

Time (seconds)

Time Domain Signal

i l “nh Mum,.un HHII

w

Amplitude
|
. o

|
N

il mwnwm il

— Leakage Eavesdropper
—— Leakage Tx

"

00 o1 02 03 0.4 05
Time [s]

,7’32(15), .. ,’I"SN(t)]
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Ghostbuster Detection: The Algorithm

Algorithm 1 Ghostbuster’s Cancellation Algorithm

L
2
3
4
5
[
7
R
9

10:
11:
12:
13
14
15:
16:
17:
18:
19:
20:
21:
2k
2%

for k'" packet do
for m'" MIMO Receiver do
Decode packet using standard OFDM decoder.
for Each OFDM Symbol do
f® « CFO coarse & fine estimates
ie—1
while F(f=1 201 > Threshold do
all) WR'IGHTRnI:msTSQ[ﬁ‘ U xm(t))
()  GRADIENTDESCENT(A!, xm(1))
P—i+1
end while
%m(t) < ", f* (other than the DC bin)
Fralt) &= x,(t) — X, (1)
end for
pp(t) < combination of rp,(t) from all symbols
Pm(f) e FFT(pm(1))

Hpu(foe) < Pulfoc)
end for

si(t) « spatial cancellation using each H,,(fpc)
end for
s(t) « combination of s;(t) from all packets

S(f) « FFT(s(t))
Find spike of eavesdropper’s RF leakage.

Amplitude

0.2 1

0.1+

0.0 1

S 1 p(t) without Noise
—— Leakage Eavesdropper
Leakage Tx
0?1 0.2 ! 0;4 0.'5

Time [s]

Magnitude

0.10

0.05 4

FFT N = 64 (OFDM)

T T T T T
2.398 2.399 2.400 2.401 2.402
Frequency [GHz]

T
2.403

DARTMOUTH
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Ghostbuster Detection: The Algorithm

Algorithm 1 Ghostbuster’s Cancellation Algorithm

L
2
3
4
5
[
7
R
9

10:
11:
12:
13
14
15:
16:
17:
18:

19:
20:
21:
2k
2%

for k'" packet do

for m'" MIMO Receiver do
Decode packet using standard OFDM decoder.
for Each OFDM Symbol do
f® « CFO coarse & fine estimates
ie—1
while F(f=1 201 > Threshold do
all) WR'IGHTRnI:msTSQ[ﬁ‘ U xm(t))
()  GRADIENTDESCENT(A!, xm(1))
P—i+1
end while
%m(t) < ", f* (other than the DC bin)
Fralt) &= x,(t) — X, (1)
end for
pp(t) < combination of rp,(t) from all symbols
Pm(f) e FFT(pm(1))

Hpu(foe) < Pulfoc)
end for

si(t) « spatial cancellation using each H,,(fpc)
end for
s(t) « combination of s;(t) from all packets

S(f) « FFT(s(t))
Find spike of eavesdropper’s RF leakage.

DARTMOUTH

p(t) without Noise

0.2 1

0.1+

0.0 1

Amplitude

—— Leakage Eavesdroppq
Leakage Tx
T T T T
0.2 0.3 0.4 0.5

Time [s]

FFTN = Packet Time - F,

Tx Leakage

=

Eavesdroppe

Leakage
S

\

I
|
‘\“

I

] 240 20 2402 2403
Frequency [GHz)
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DARTMOUTH

Ghostbuster Detection: The Algorithm

Algorithm 1 Ghostbuster’s Cancellation Algorithm “in-bin” sinusoid
1. for k' packet do
2 for m'® MIMO Receiver do In-Bin Sinusoid (2.4008 GHz)
3 Decode packet using standard OFDM decoder. 1.0 T
—— Tx Leakage
4 for Each OFDM Symbol do
5: ) « CFO coarse & fine estimates o
b ie—1 ) E 0.0 1
7 while E(f"%), ") > Threshold do £
8 ;:1(” — WRIGHTRnT:msTSQ(F“ D xm(t) —0.5 -
9 f{) « GrADIENTDESCENT(A'!, x (1)) o
10: if—.f+1 o M 2‘ 2 6 8 10 12
1L end while Time (s)
1z Xm(t) « a*, f* (cEl1er than the DC bin) FFT Bin Size = 83.33 KHz
13 Fon(t) &= Xpm(t) — X,n(2) 120 [
14: end for 100 4
15 pp(t) < combination of rp,(t) from all symbols o 804
16: Pm(f) «— FFT(pm(t)) E .
17: Hy(foc) < Pu(fpc) S w0 |
18 end for =
19: sp(t) « spatial cancellation using each Hy(fpbc) 207
20: end fnr 0 e ® & @& & & & & & & & & & 9 & o 0 0

T T T T T T T T T
2.4000 2.4002 2.4004 2.4006 2.4008 2.4010 2.4012 2.4014 2.4016

21: s(t) « combination of s;(t) from all packets Frequency (Hz)

22 S(f) «— FFT(s(t))
23: Find spike of eavesdropper’s RF leakage.
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Ghostbuster Detection: The Algorithm

Algorithm 1 Ghostbuster’s Cancellation Algorithm “out-of-bin” sinusoid
1. for k' packet do
2 for m'" MIMO Receiver do Out-of-Bin Sinusoid (2.4008 GHz)
3 Decode packet using standard OFDM decoder. 1.0
4 for Each OFDM Symbol do /\ /
5: f® « CFO coarse & fine estimates 05 1
6 ie—1
7 while F(f=1 201 > Threshold do %07 - Tkieflage
8 U WRIGHTRnT.EAsTSQ[I?“ D xm(t) 054
9 ()  GRADIENTDESCENT(A!, xm(1))
10: Pe—i+1 104 . . . ‘ .
11: end while 0 20 40 60 80 100
12 %m(t) < ", f* (other than the DC bin) Time (is)
1% Fen(8) & x,,(t) — X, (1) FFT Bin Size = 10.00 KHz
14: end for 800 -
15 pp(t) < combination of rp,(t) from all symbols
16: Pm(f) — FFT(pm(1)) 600 1 Tx Artifacts can
17 Hp(fpc) < Pmlfoc) 400 | mask eavesdropper
18 end for
19: si(t) « spatial cancellation using each H,,(fpc) 200 1
20 end for
21: s(t) « combination of s;(t) from all packets 01 T”"TT . i : : . .
22 S(f) « FFT(s(t)) 0.0000 0.0001 0.0002 0.0003 0.0004 0.0005 0.0006

Frequency (GHz) +2.4

23: Find spike of eavesdropper’s RF leakage.
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Ghostbuster Detection: The Algorithm

Algorithm 1 Ghostbuster’s Cancellation Algorithm

L
2
3
4
5
[
7
3
9

10:

11:
12:
13
14
15:
16
17:
18:
19:
20:
21
Ak
23

for k'" packet do

for m'" MIMO Receiver do
Decode packet using standard OFDM decoder.
for Each OFDM Symbol do
f® « CFO coarse & fine estimates
ie—1
while F(f=1 201 > Threshold do
;:1(” — WRIGHTRnT.EAsTSQ(F‘“ D xm(t)
f{) « GrADIENTDESCENT(A'!, x (1))
P—i+1
end while
Xm(t) « a*,f* (other than the DC bin)
Fralt) &= x,(t) — X, (1)
end for
pp(t) < combination of rp,(t) from all symbols
Pm(f) e FFT(pm(1))

Hpu(foe) < Pulfoc)
end for

si(t) « spatial cancellation using each H,,(fpc)
end for
s(t) « combination of s;(t) from all packets

S(f) « FFT(s(t))
Find spike of eavesdropper’s RF leakage.

Magnitude

Magnitude

In-Bin p(k)

DARTMOUTH

——>

»

N H antennal

T T T T
2.4000 2.4002 2.4004 2.4006
Frequency (Hz)

Out-of-Bin p(k)

T T T T T
4008 2.4010 2.4012 2.4014 2.4016

800

600 -

Y

(=]

o
L

200 A

0

rooet?! TTT.-.-:

T T T T
0.0000 L0001 0.0002 0.0003
Frequency (GHz)

T T T
0.0004 0.0005 0.0006
+2.4
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Ghostbuster Detection: The Algorithm

Algorithm 1 Ghostbuster’s Cancellation Algorithm

1:
2
3
4
5:
i
T
3
9

10
11:
12
13
14:
15:
16
17
18:
10
20:
21:
anm
25

for k** packet do
for m!" MIMO Receiver do

Decode packet using standard OFDM decoder.
for Each OFDM Symbol do
f(°) < CFO coarse & fine estimates
i—1
while F(f™1 201 > Threshold do
al! — WrigrTERLEASTSQ(FU ), x (1))
f(0 « GrapENTDESCENT(A!, xm(t))
Pi—i+1
end while
#m(t) « a*, f* (other than the DC bin)
Falt) & x5, () — X,(2)
end for
m(t) < combination of ry,(t) from all symbols
Prn(f) « FFT(pm(t))
Hy(fpe) & Pl fpc)

Amplitude

P1 P2

Time-Domain Signal

2000 4

1000

—1000 4

—2000

Rx Signal
— Leakage Eavesdropper
—— Leakage Tx

Antenna 2

e or
5i(t) « spatial cancellation using each H,,( fpe)

end for

5(t) «— combination of s(t) from all packets

S(f) « FFT(s(t))
Find spike of eavesdropper’s RF leakage.

>

0 1 2 3 4
Time (seconds)

antenna?2

Antenna 1

Antenna 2 20



DARTMOUTH

Ghostbuster Detection: The Algorithm

Only Eavesdropper
signal!

Algorithm 1 Ghostbuster’s Cancellation Algorithm

1: for kth packet do Yl (f) o Hanten’nal Y2 (f) — C
2 for m*" MIMO Receiver do N H antenna?

3 Decode packet using standard OFDM decoder.

4 for Each OFDM Symbol do

5: f(°) < CFO coarse & fine estimates ﬂ ’2\

3 ie—1 — A

7 while F(f™1 201 > Threshold do

% ;:1(” — WrigHTEDLRASTSQ(F! V), (1))

i ~(i

o 0« OmaomtDescant@0ant) - p(e) = [rsa(0), rsa(t), - rsn (O] p(t) = [rsa(t),rsal), .. s ()
11: end while Antenna 1

12 #m(t) « a*, f* (other than the DC bin)

1% Fen(t) 6= Xp(t) — X,(2)

14: end for

15: Pm(t) « combination of rp,(t) from all symbols

15 Po(f) < FFT(pm(t))

17: Hp(fpe) & Pm(foc)

18: end for

19 |sg(t) « spatial cancellation using each Hp(fpc) |
20: end for

21: s(t) < combination of s;(t) from all packets

22 S(f) «= FFT(s(t))
23: Find spike of eavesdropper’s RF leakage.

Antenna 1
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Ghostbuster Detection: The Algorithm

Only Eavesdropper

signal!
Algorithm 1 Ghostbuster's Cancellation Algorithm H
1: for k'* packet do Yl (f) —_ antennal Y2 (f) — C (f)
2 for m*" MIMO Receiver do H 9
3 Decode packet using standard OFDM decoder. antenna
4 for Each OFDM Symbol do
5: f(°) < CFO coarse & fine estimates
& i—1
7 while F(f™1 201 > Threshold do
% al! — WrigrTERLEASTSQ(FU ), x (1))
9 f(0 « GrapENTDESCENT(A!, xm(t))
10: i—i+1
11: end while _ 8 1 < IFFT
12 Xm(t) « a*,f* (other than the DC bin)
1% Fen(t) 6= Xp(t) — X,(2)
14: end for
15: Pm(t) « combination of rp,(t) from all symbols
15 Po(f) < FFT(pm(t))
17: Hp(fpe) & Pm(foc)
18: end for
19 |sg(t) « spatial cancellation using each Hp(fpc) |
20: end for

21: s(t) < combination of s;(t) from all packets

22 S(f) «= FFT(s(t))
23: Find spike of eavesdropper’s RF leakage.

Antenna 1
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DARTMOUTH

Ghostbuster Detection: The Algorithm

P1 P2
Algorithm 1 Ghostbuster’s Cancellation Algorithm . Time-Domain signal
1:|for k'* packet do =t | =
2 for 51‘ h MIMO Receiver do L] | || Antenna 1
3 Decode packet using standard OFDM decoder. f
4 for Each OFDM Symbol do B |
5: f® « CFO coarse & fine estimates | ‘
6: fe=1 7 ; : .
7: while F(f™1 201 > Threshold do P1 P2
8 i) — WrrgnTERLEASTSQ(F! ), X (1)) 2000 1 e parain Sianal e
9 f « GrapmENTDESCENT(A"), X/m (1)) 2000 1 T ke e
10: ie—i+1 1000 |
1L end while H Antenna 2
12: #m(t) « a*, f* (other than the DC bin) g0
13: Fanlt) & x,(8) — X, (1) oo
14; end for 20001
15: Pm(t) « combination of rp,(t) from all symbols 5 7 o o 3 ;
16: Pu(f) « FFT(pm(1))
17: Hp(fpe) & Pulfpe)
18: end for
19 5i(t) « spatial cancellation using each H,,( fpe)
20: |lend for

21: s(t) < combination of s;(t) from all packets
22 S(f) & FFT(s(t))
23: Find spike of eavesdropper’s RF leakage.

Antenna 1

Antenna 2 23



DARTMOUTH

Ghostbuster Detection: The Algorithm

P1 P2
Algorithm 1 Ghostbuster’s Cancellation Algorithm . Time-Domain signal
1:|for k** packet do =1 ] ? ==
2 for m'" MIMO Receiver do LT \ Antenna 1
3 Decode packet using standard OFDM decoder. f
& for Each OFDM Symbol do
5: f® « CFO coarse & fine estimates |
6: fe1r 1 : : -
7: while F(f™1 201 > Threshold do P1 p2
& al! — WrigrTERLEASTSQ(FU ), x (1)) 3000 1 e stana P —
9. f(0 « GrapENTDESCENT(A!, xm(t)) 2000 | T Lekeae revesdropper
10: ie—i+1 1000 |
. end while y Antenna 2
12: %m(t) «— a*,f* (other than the DC bin) £
13: Fan(t) = Xpm(t) — Xpu(t) 7o
14; end for 20007
15: Pm(t) « combination of rp,(t) from all symbols 5 1 : 3 3
Time (secon ds)
15 Po(f) < FFT(pm(t))
17: Hp(fpe) & Pm(foc)
18: end for
10 5i(t) « spatial cancellation using each H,,( fpe)
20: |lend for

21: s(t) < combination of s;(t) from all packets
22 S(f) & FFT(s(t))
23: Find spike of eavesdropper’s RF leakage.

Antenna 1

Antenna 2 2
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Ghostbuster Detection: The Algorithm

. - - P1 P2
Algorithm 1 Ghostbuster's Cancellation Algorithm - e
1 for k'* packet do =
2 for m'" MIMO Receiver do L Antenna 1
3 Decode packet using standard OFDM decoder. f
4 for Each OFDM Symbolde 7™
5: f® « CFO coarse & fine estimates
6 fe1 : :
7 while F(f=) 30-1) > Threshold do P1 P2
% al! — WrigrTERLEASTSQ(FU ), x (1)) 2000 1 s oain Stgnal e
9 f(0 « GrapENTDESCENT(A!, xm(t)) 2000 | T Lekeae revesdropper
10: ie—i+1 1000
11: end while -
12: %m(t) «— a*,f* (other than the DC bin) £
13: Fan(t) = Xpm(t) — Xpu(t) e
14; end for 20007
15: Pm(t) « combination of rp,(t) from all symbols 5 1 I 3 3
16: Pu(f) « FFT(pm(1))
17: Hp(fpe) & Pm(foc) — .
18: endfnrf f S — [817 827 ° e SZ]
10 5i(t) « spatial cancellation using each H,,( fpe)
20: end for Only Eavesdropper
21: Imc— combination of s;_:( t) from all packetsl Le akage!

22 S(f) «= FFT(s(t))
23: Find spike of eavesdropper’s RF leakage.
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Ghostbuster Detection: The Algorithm

Algorithm 1 Ghostbuster’s Cancellation Algorithm

1:
2
3
4
5:
i
T
3
9

10
11:
12
13
14:
15:
16
17
18:
10
20:
21:
anm
25

for k** packet do
for m'" MIMO Receiver do
Decode packet using standard OFDM decoder.
for Each OFDM Symbol do
f(°) < CFO coarse & fine estimates
i1
while F(f™1 201 > Threshold do
al! — WrigrTERLEASTSQ(FU ), x (1))
f(0 « GrapENTDESCENT(A!, xm(t))
Pi—i+1
end while
Xm(t) « a*,f* (other than the DC bin)
Fualt) = x5 (1) — %,u(2)
end for
Pm(t) « combination of rp,(t) from all symbols
Pin(f) « FFT(pm(t))
Hp(fpe) & Pulfpe)
end for
5i(t) « spatial cancellation using each H,,( fpe)
end for
s5(t) « combination of s;_:( t) from all packets

S(f) « FFT(s(t))
Find spike of eavesdropper’s RF leakage.

DARTMOUTH

s = [S81,82,...,8;]

Magnitude [dB]

—10

—15 4

—20 4

|
N
v
L

—30 4

—35 4

FFT

——- MNoise Floor = -27.06 dB

L ] Leakage Bin . Oppe,:/

<+

—40 4

o] 100 200 300 400 500
Frequency [Hz]
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Ghostbuster Detection: Simplified Scenario Il

Isolated System”

Key Observation 1 Key Observation 2

Ghostbuster computes long DFT artifacts (found in long DFTs)
FFTs to bring leaked signal can be eliminated through
above the noise floor Spatial & Frequency Cancellation

*system does not exchange matter or energy with surroundings
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Ghostbuster Detection: Realistic Scenario

Algorithm 1 Ghostbuster’s Cancellation Algorithm

Isolated Sy i for k' packet do
for m*" MIMO Receiver do
Decode packet using standard OFDM decoder.
for Each OFDM Symbol do
f(0) « CFO coarse & fine estimates
11
while F(F7Y 3071} > Threshold do
alll  WrigrTEnLEASTSQ(FIE U, %, (1))
f() « GRADIENTDESCENT(a!", xpm(t))
P—i+1
end while
%m(t) « a*, f* (other than the DC bin)
Fon(t) €= Xpm(t) = Fm(1)
end for
Pm(t) < combination of ry,(t) from all symbols
P(f) & FFT(pm(t))

H(fpe) < Pulfpe)
end for

5i(t) «— spatial cancellation using each Hy,(fpc)
20: end for
21: s(t) « combination of s;(t) from all packets
»: S(f) e FFT(s(1))
23: Find spike of eavesdropper’s RF leakage.

o®E o3 ;| ok W e

e e e
L T -~ L =

*system does not exchange matter or energy with surroundings



Ghostbuster Detection: Realistic Scenario

Algorithm 1 Ghostbuster’s Cancellation Algorithm

1:
2
3
4
5:
i
T
3
9

10
11:
12
13
14:
15:
16
17
18:
10
20
21
anm
2%

for k** packet do
for m'" MIMO Receiver do
Decode packet using standard OFDM decoder.
for Each OFDM Symbol do
f(°) < CFO coarse & fine estimates
i1
while F(f™1 201 > Threshold do
al! — WrigrTERLEASTSQ(FU ), x (1))
f(0 « GrapENTDESCENT(A!, xm(t))
Pi—i+1
end while
Xm(t) « a*,f* (other than the DC bin)
Fualt) = x5 (1) — %,u(2)
end for
Pm(t) « combination of rp,(t) from all symbols
Pin(f) « FFT(pm(t))
Hp(fpe) & Pulfpe)
end for
5i(t) « spatial cancellation using each H,,( fpe)
end for
s5(t) « combination of s;_:( t) from all packets

S(f) « FFT(s(t))
Find spike of eavesdropper’s RF leakage.

S

Magnitude [dB]

($1,82,...,8

|
=
=}

FFT

| |
] [
[=] w
| |

—25 -

—30 -

—35 -

—40 -

o]

——- MNoise Floor = -27.06 dB
® Leakage Bin

100 200 300 400 500
Frequency [Hz]

DARTMOUTH

il

Count Num
Peaks:

N, legitimate_recv — N, peaks

NO Eavesdropper!

N, legitimate_recv 7é N, peaks
Eavesdropper!
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Ghostbuster Implementation

« USRPNZ210 SDR

o« NO-MIMO, 2-MIMO, 3-MIMO,
4-MIMO

o Detection if SNR per bin > 6 dB
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Ghostbuster Evaluation: Only Eavesdropper

K/
0‘0

*

)

Eavesdropper: MacBook Pro in < Eavesdroppers placed 1 m from
monitor mode and USRP N210. Ghostbuster.

Frequency Carrier: 5.745 GHz

(Channel 149).

SNR > 6dB
Wifi card USRP m I

1

0.8 , ,
_ # runs with correct detection

06 Hit Rate =

: total # runs eavesdropper present
0.4
0.2

0

0.01 0.1 1 10 100

1000

Hit Rate

FFT Window in ms
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Ghostbuster Evaluation: Only Eavesdropper

% Eavesdropper: MacBook Pro in < Eavesdroppers placed 5 m from

monitor mode and USRP N210. Ghostbuster.
% Frequency Carrier: 5.745 GHz

(Channel 149).
SNR > 6dB

Wifi card USRP = I

1

0.8 . .
_ # runs with correct detection

0.6 Hit Rate =

: total # runs eavesdropper present
0.4
0.2

0

0.01 0.1 1 10 100

1000

Hit Rate

FFT Window in ms
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Ghostbuster Evaluation: Eavesdropper and Tx

<  Tx: USRP N210 transmitting ODFM
Wi-Fi packets

Eavesdropper: USRP N210 and
MacBook Pro in monitor mode?

o
*

*

FFT Length: 5 ms
< Eavesdropper placed at 350 different
location between 1m - 5m from GB.

K/
’0

L)

/
0.8
FPR # runs eavesdropper falsy detected
, 06 r " total # runs eavesdropper NOT present
o f
O
0.4 /
{ No MIMO ——
0.2 A MIMO e
H;: 3MMO —
- 4-MIMO ——

0
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7

False Positive Rate
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Ghostbuster Evaluation: Eavesdropper and Tx

<  Tx: USRP N210 transmitting ODFM
Wi-Fi packets

Eavesdropper: USRP N210 and
MacBook Pro in monitor mode?

J
0’0

FFT Length: 5 ms

Eavesdropper placed at 350 different
location between 1m - 5m from GB.

%
o
o

%

T ———————
e
/
Jlr FNR # runs failed to detect eavesdropper
, 08 / ~ total # runs eavesdropper present
o
O /
0.4 | |
} No MIMO -
0.2 ! 2 MIMO s
Jrrl I-MMO
0 / 4 MIMO ——
0 0.2 0.4 0.6 0.8 1

False Megative Rate
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Ghostbuster Evaluation: Eavesdropper and Tx

# runs eavesdropper falsy detected FNR — # runs failed to detect eavesdropper

FPR =
total # runs eavesdropper NOT present total # runs eavesdropper present

pr — — e e s s S
| 0.6 /
TR 0.8 ;r "D" _
9 [
Y 0.4}
/ No MIMO -
0.2 \lg m:mg 0.2 r 2 MIMO s
. =: 3 MlMD ................ -
/- 3-MIMO —— /{ 4MMD ——
— H 4-MMO ——— 0
0 0 0.2 0.4 0.6 0.8 1

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7

. False Negative Rate
False Positive Rate

NO MIMO = Random Guess
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Ghostbuster Evaluation: Eavesdropper and Tx

_ #runs failed to detect eavesdropper
total # runs eavesdropper present

FPR # runs eavesdropper falsy detected ENR
~ total # runs eavesdropper NOT present B
. I S [
; _—
’ 0.6
0.6 ! woo
L f (]
8 04l
0.4 ‘
No MIMO -
i No MIMO ——— 0.2 2 MIMO s
0.2 ;i 2MIMO e / IMIMO ———
f3FMIMO — 4 MIMO ——
....... S 4MIMO —— 0 -
[ me—— 02 03 04 05 o6 o7 0 0.2 0.4 0.6 0.8 1
' ' ) ' ' ' ' False Negative Rate
56

False Positive Rate

2-MIMO = 0 FPR (Median) & 0.10 FNR (Median)
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Ghostbuster Evaluation: Eavesdropper and Tx

_ #runs failed to detect eavesdropper
total # runs eavesdropper present

FPR # runs eavesdropper falsy detected ENR
~ total # runs eavesdropper NOT present B
. I S [
; _—
’ 0.6
0.6 ! woo
L f (]
8 04l
0.4 ‘
No MIMO -
i No MIMO ——— 0.2 2 MIMO s
0.2 ;i 2MIMO e / IMIMO ———
f3FMIMO — 4 MIMO ——
....... S 4MIMO —— 0 -
[ me—— 02 03 04 05 o6 o7 0 0.2 0.4 0.6 0.8 1
' ' ) ' ' ' ' False Negative Rate
57

False Positive Rate

2-MIMO = 0 FPR (Median) & 0.10 FNR (Median)
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Ghostbuster Evaluation: Eavesdropper and Tx

FPR # runs eavesdropper falsy detected ENR # runs failed to detect eavesdropper
~ total # runs eavesdropper NOT present ~ total # runs eavesdropper present
1 L e
A e
0.8 | e
0.6 f 061 /
L f ] A
8 ° oal
0.4 / ' /
No MIMO -~
/ No MIMO ——— 0.2 2 MIMO s
0.2 g m:mg ,Irr E Hlmg .................
........ S 4MIMO —— 0 -
ﬂt;mmh 02 03 04 05 06 0.7 0 02 04 06 08 !
' ' o ' ' ' False Negative Rate
False Positive Rate
. . . th i i
95t Percentile FPR increases with more 95™ Percentile FNR decreases with

MIMO more MIMO

58



DARTMOUTH

Ghostbuster Evaluation: Eavesdropper and Tx

FPR — # runs eavesdropper falsy detected FNR — # runs failed to detect eavesdropper
~ total # runs eavesdropper NOT present ~ total # runs eavesdropper present
95t Percentile FPR increases with more 95t Percentile FNR decreases with
MIMO more MIMO
Antenna 2
| Y

-
-
e
....
-

\ Antehnna 1

Figure 3: Ghostbuster leverages MIMO to cancel the signal
from the transmitter in the Antenna Space.
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Ghostbuster Evaluation: Eavesdropper and Tx

_ #runs failed to detect eavesdropper
total # runs eavesdropper present

FPR # runs eavesdropper falsy detected ENR
~ total # runs eavesdropper NOT present B
[ I S [
_—
’ 0.6
0.6 ! woo
L f (]
8 ° oal”
0.4 ‘
No MIMO -
i No MIMO ——— 0.2 2 MIMO s
0.2 ;i 2MIMO e / IMIMO ———
 3IMIMO —— 4 MIMO ——
........ S 4MIMO —— 0 -
[ me—— 02 03 04 05 o6 o7 0 0.2 0.4 0.6 0.8 1
' ' ) ' ' ' ' False Negative Rate
60

False Positive Rate

FNR decrease > FPR increase
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Ghostbuster Evaluation: Eavesdropper and Tx

1
o 0.8 l
[12]
o
g 06 -
@ 0g | _
£ 04 More MIMO Is
a
= o better!
0.2 [ 4-MIMO o 0.25 05
3-MIMO - - - - :
o [2MIMO ----- | | | |
0 0.2 0.4 0.6 0.8 1

False Positive Rate

Figure 12: ROC curves for varying MIMO chain length.
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Ghostbuster Evaluation: Eavesdropper, Tx, and Rx
<  Tx: USRP N210 transmitting ODFM Wi-Fi

packets % FFT Length: 750 ms
% Rx:4 USRP (max) N210 placed 1 — 5 m < 2-MIMO Ghostbuster
from GB

Estimated Mumber of Receivers
0 1 2 3 4 =5

0.68%  0.68% 0% 0.68% 0

1.01%  0.29% 0 0
0 2.8%

1.47%  0.15%  0.15%

3 1] 0.29%  3.74% RNV 3.16% 2 1.01%

4 1] 0 0.29%  7.61% @RI 2.16%

Figure 13: Confusion matriv of classification probabilities
obtained on experiments on USRP receivers in the range 1
m to 5 m.

Actual Number of Receivers
1>
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Ghostbuster Evaluation: Eavesdropper, Tx, and Rx

<  Tx: USRP N210 transmitting ODFM
Wi-Fi packets
% Rx: 2 MacBook Pro (monitor mode)

X/

» FFT Length: 1.25 s
2-MIMO Ghostbuster

X/

X/
*

)
*

Estimated Number of Receivers
0 1 2 =3

3.96%  0.99% 0%

1.01% 0%

2 | 336 2.01%

Actual Number
of Receivers

Figure 14: Confusion matrix of classification probabilities
obtained on experiments on WiFi cards.
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Ghostbuster Evaluation: Eavesdropper, Tx, and Rx

<  Tx: USRP N210 transmitting ODFM

Wi-Fi packets
< Rx: 1 MacBook Pro (monitor mode) 1
< Eavesdropper: 1 MacBook Pro 09
(monitor mode) g
S 0.8
<L
5
5 0.7
&z
i8]
2 ose
0.5
0.1 0.2 0.4 0.8 1.6
# runs GB correctly detected eavesdropper FFT window in seconds

Accuracy =
total # runs
94 % accuracy with 1.25s FFT

window!
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Ghostbuster Limitations

< Ghostbuster requires knowing the number of legitimate receivers a priori
Possible Solution: Exploit duality of device as Tx/Rx (Correlate leakages)

< Ghostbuster detection range is 5 m for USRP and 1 m for Wi-Fi cards
Possible Solution: Deploy multiple GB, decrease Tx power, or use larger
FFT windows

< Ghostbuster assumes no packet collision and no MIMO Tx

Possible Solution: Use MIMO to separate packets (k+1 antennas needed
for k collision or kK MIMO Tx)

65



Thank You!

Q&A




B DARTMOUTH

Supplemental Material




DARTMOUTH

RX Architecture -- Off-the-shelf Wi-Fi Cards

20 Wi-Fi cards were examined:

ﬂ.’._fo’ Upconversion
'\ f = { fi+ fro e Device Types: Desktops,
° Ui~ fio laptops, cellphones, and access

Downconversion
fLo -

points.

e Supported Protocols:

f» : Baseband Frequency. Zero 802.11a,b,g,n,ac

Hz/DC.

f. : Carrier Frequency. Wi-Fi e Manufacturers: Intel,
I s Ly Qualcomm, and Broadcom

f1 : Leakage Frequency. A
function of the LO frequency.

Only 4 RX architectures found!

& J
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RX Architecture -- Off-the-shelf Wi-Fi Cards

2.4 GHz
/5 GHz Baseband ﬁ, f :
Signal fo=Ff—Ff _»"‘_0’ Upconversion
4+
o 0=Ff - fi ‘ foz{]z:l_%oo
fe= 11 fio Downconversion

24 GHz /5 GHz 1.0
(a)

fp : Baseband Frequency. Zero

Hz/DC.
2.4 GHz
Signal Bascband fo=f — h f. : Carrier Frequency. Wi-Fi
fc 2 Channel frequency.
Divide ﬁ ﬁ
v 0=/ =5

f1 : Leakage Frequency. A
function of the LO frequency.

@ He=h \_

(b)

J
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RX Architecture -- Off-the-shelf Wi-Fi Cards

fe
2.4 GHz o fl
Signal Baseband fb _ fC _ E _ 680 MHz
i 1 £
2 sl |esommz 0=/ —7 — 680 MHz
@ f. + 680 MHz = fi
32 -4GHz 680 MHzLO 2
coe 2 (f. + 680 MHz) = f,
fe ,
; 1
gi(:]il Baseband fb = fc _ E _ fl
3 fi
PPPPP 0 o fC —_ T
3 fi
fe=7,

32 4GHz1.0

’ 2
(d) gfczfl

Upconversion

T (fi+ fuo
f"‘{fi—fw

Downconversion

fp : Baseband Frequency. Zero
Hz/DC.

fc © Carrier Frequency. Wi-Fi
Channel frequency.

f1 : Leakage Frequency. A

\function of the LO frequency.

J

DARTMOUTH
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RX Architecture -- Implications

TX & Eavesdropper

QGHZ

/5 GHz
Signal

Baseband

24 GHz /5 GHz1.0)

=
fe

5GHz
Signal

Baseband

Diivide:

by 2

f

32 4GHz1.0
(d)

24 GHz
Divide
by2 680 MHZ

@

32- 4 GHz 680 MHz LO

(©)
fe
ZE:]I]-E Baseband
ﬁ Divide
E by 2 ﬁ
32 4GHz1.0

(d)

DARTMOUTH

Full Ghostbuster Needed

Algo

-
Ll =

L S L

rithm_ 1 Gh r' neellation Alporithm
or k'" packet do \
for m'" MIMO Receiver do
Decode packet using standard OFDM decoder.
for Each OFDM Symbol do
f© « CFO coarse & fine estimates
i1

while F(F(~1, al-1)) > Threshold do

al) WRIGHTRnI.EnsTSQ(F“ U oxm
') « GRADIENTDESCENT(A'!, xp (1))

fe—i+1
end while
Xm(t) « a*,f* (other than the DC bin)
Fealt) 6 x(8) — X,(1)
end for

Pm(t) « combination of ry(t) from all symbols

Pu(f) < FFT(pm(t))

Hp(fpe) < Pm(foe)
end for

5,.(t) « spatial cancellation using each Hy( foc)
. end for
: s(t) «— combination of si.(t) from all packets

(£))
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RX Architecture -- Implications

Eavesdropper

Signal

QGHZ

/5 GHz Baseband

24 GHz /5 GHz1.0)

Tx

2 4 GHz
Signal

Divide

by2 680 MHZ

@

32- 4 GHz 680 MHz LO

~

Baseband

by 2

32 4GHz1.0

\ (d)

f

\ (a) / \ ©

/7. T ~N

gicg*i‘j Baseband Zigij Baseband
ﬁ Divide ﬁ Divide

by 2

DARTMOUTH

No spatial cancellation needed

32 4GHz1.0

(d) /

Algorithm 1 Gh r' ncellation Alggrithm
/ﬁor k" packet do
2 for m'" MIMO Receiver do
3 Decode packet using standard OFDM decoder.
4 for Each OFDM Symbol do
5: f(®) « CFO coarse & fine estimates
6 ie—1
7 while F(F(~1, al-1)) > Threshold do
8 al) WRIGHTRnI.EnsTSQ(F“ D oxm())
9 £  GRADIENTDESCENT(A!, xm(t))
10: P—i+1
11: end while
12 %m(t) « a°, f* (other than the DC bin)
13 Fe(t) & x,(2) — X,.(1)
14; end for
15: Pm(t) « combination of ry(t) from all symbols
¢ Pu(f) — FFT(pn(t) /
17 Hpm(fpc) < Pl fpc)
18: end for
19: 5,.(t) « spatial cancellation using each Hy( foc)
20: end for

21: s(t) «— combination of si.(t) from all packets

22: S(f) e FFT(s(t))

23: Find spike of eavesdropper’s RF leakage.
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RX Architecture -- Implications

Eavesdropper

fe

2.4 GHz
/5 GHz
Signal

Baseband

24 GHz /5 GHz1.0)

-

24 GHz
Signal

.

f

2

Divide
by 2

O

32-4GHz
LO

~

Baseband

680 MHZ

680 MHz LO

DARTMOUTH

Algorithm 1 Ghostbuster’s Cancellation Algorithm

© /

(a)
T

5 GHz

Signal Baseband

ﬁ Diivide:

by 2

f

32 4GHz1.0

\ (d)

fe

5GHz
Signal

Divide

by 2

32 4GHz1.0

(d) /

1:
2
3
4
5
11
7
E
9

10
11
12
13
14
15

for k** packet do
for m'" MIMO Receiver do
Decode packet using standard OFDM decoder.
for Each OFDM Symbol do
0 « CFO coarse & fine estimates
i—1
while E(F7Y 2071y > Threshold do
al) WRIGHTRnI.EnsTSQ(F“ D oxm())
£  GRADIENTDESCENT(A!, xm(t))
P—i+1
end while
%m(t) « a°, f* (other than the DC bin)
Foe(8) &= % (8) — X,(1)
end for
Pm(t) « combination of ry(t) from all symbols
Pu(f) — FFT(pm(2))

A\ r Sy

end for
5,.(t) « spatial cancellation using each Hy( fpd)

. end for
: s(t) «— combination of si.(t) from all packets

SO e FET(s())

Find spike of eavesdropper’s RF leakage.
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Orthogonal Frequency Division Multiplexing (OFDM)

OFDM Symbol
B|t5101010001101100

,+1,-1,4+1,-1,4+1,-1,-1, 1+1+1 -1,+1,+1,-1,—

RIS

0

' N 1
2

Source: [ECE 463 @ UIUC]

N =



https://courses.grainger.illinois.edu/ece463/fa2018/Lectures/ECE463_fa18_Lec10.pdf

DARTMOUTH

Wi-Fi OFDM

64 subcarriers (312.5 kHz)

56 subcarriers (4 pilot and 52 data) e Nl
f \ e Pilot
| '| Data

20 MHz Channel

Source: [cradtech]
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https://cradtech.com/2018/10/25/802-11ax-ofdma-overview/

DARTMOUTH

Wi-Fi OFDM

. 802.11a OFDM Burst >
Freamble SIGMAL DATA OFDM Symbols

e » || »
Short | Long | | | | | | | |
Bﬂz.‘lhﬁd‘ﬁﬁwsnuctum

Preamble (SYNC) SIGNAL DATA or PaylLoad
(12 symbals) (1 OFDM Symbol) | (Variable Number of OFDM Symbols)

Short Training Long Training SIGNAL Data 1 Data 2 Data 3 ..
{10 short syms) (2 Long syms) (1 symbol) | (1symbol) | (1symbol) | (1 symbol)

Short Training Seq.  Long Training Seq.  SIGNAL symbol ~ Data symbols

8 us length & us duration 4 us duration 4 us duration

12 subcarriers - all 52 subcarriers always BPSK 1 IFFT per symbol

every 4th subcarrier equal mag/phase Rate info 52 subcarriers per symbol

equal Magnitude channel estimation Length info 48 data, 4 pilots & zero Mull sub.
signal detect chan equalization *SIGNAL 802.11a only data: same mod fmt per burst
AGC Diversity Sel fine freq offset est (BPSK,QPSK,160AM, 640AM)
timing sync pilots: BPSK only

coarse freq offset est. Max 4096 bits per frame

Source: [Tektronix]
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https://www.tek.com/en/documents/primer/wi-fi-overview-80211-physical-layer-and-transmitter-measurements

DARTMOUTH

Wi-Fi OFDM

. EEE 802.11a (Wi-Fi 2)
- |EEE 802.11g (Wi-Fi 3)
. |EEE 802.11n (Wi-Fi 4)
- |EEE 802.11ac (Wi-Fi 5)

Source: [Tektronix]



https://www.tek.com/en/documents/primer/wi-fi-overview-80211-physical-layer-and-transmitter-measurements

DARTMOUTH

OFDM: CFO Estimation

z1(t) = m(t)€_2meF0t First Preamble Symbol

29(t) = z(t)e Friferolt+NT:)  Second Preamble Symbol

N
A= 2125 : :
; 2 Cross-correlation of adjacent symbols

N
A= Z z(t)x* (t)e?/eroNTs

t=1
N
A = 627Tif0FoNTs Z ‘w(t)‘Z
t=1

arg(A)
27 NT, Source: [ECE 463 @ UIUC]

fC’FO —
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https://courses.grainger.illinois.edu/ece463/fa2018/Lectures/ECE463_fa18_Lec10.pdf
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OFDM: CFO Correction

BBih1l BRI 2BBi3 B4 4
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OFDM: Cyclic Prefix

‘ OFDM symbol @ QFDM symbol 1
New & |FFT window) Ner N [FFT wirdow)
Cyclic Prefix Cyclic Prefix
-N — 2N — Ny ~Nry [ N 6
5
4L
3+
2
1
0
—Ner 4 0 N
g 6
s ]
Convolution window ;: ~
— 7 f
1F
N UN S e >
< - —Ner 0 N
N (FFT window)

—N — 2Ngp—N — Nep —Nep 0

Convolution with Channel's Impulse Response Source: [Tektronix & DSP lllustrations]
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https://www.tek.com/en/documents/primer/wi-fi-overview-80211-physical-layer-and-transmitter-measurements
https://dspillustrations.com/pages/posts/misc/the-cyclic-prefix-cp-in-ofdm.html

DARTMOUTH

Dealing with Cyclic Prefix

+ CP needs to be eliminated too.

** Running algorithm on N+N, symbols breaks orthogonality (i.e., initial estimates of f, are outside
convex region).

* Reconstruct from algorithm on N samples yields poor result.

Solution:

& »
< >

Run algorithm over this N

samples
Run algorithm over this N . Use this result to

samples " estimate CP
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OFDM: Sampling Offset

ot~ 80) = 3 apetntc 1—
k=0

st}

z(t — At) = a,e2mifit/ N=2mifulst/N

¢ = 27Tkat/N t[s]

® Tx Digital Signal
U

Use Linear Regression Ag

® Rx Digital Signal
to estimate phase /'/ Continuous Time Signal
accumulated \
/ Slope = 2wAt/N

—N/2

N/2
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https://www.google.com/imgres?q=signal%20sampling&imgurl=https%3A%2F%2Fthewolfsound.com%2Fwp-content%2Fuploads%2F2019%2F11%2FSine100HzSampled5-1024x725.png&imgrefurl=https%3A%2F%2Fthewolfsound.com%2Fwhat-is-aliasing-what-causes-it-how-to-avoid-it%2F&docid=LShob8qLZznp9M&tbnid=Z6enrZukXScHiM&vet=12ahUKEwivk8-H_sCJAxUqmIkEHQ0UJ5wQM3oECFgQAA..i&w=1024&h=725&hcb=2&ved=2ahUKEwivk8-H_sCJAxUqmIkEHQ0UJ5wQM3oECFgQAA

DARTMOUTH

Antenna/Spatial Cancellation

Y1(t) = her * e(t) + hy * z(t) Rx signal @ antenna 1
Y2(t) = hea * €(t) + hyo * z(t) Rx signal @ antenna 2

Fourier Transform:

Yi(f) = HaE(f) + Ha X(f)

Y2(f) = HeE(f) + Hip2 X(f)
In Vector Form:

Y =HE(f) + He X (f)

Dot product with vector orthogonal to H; :
Y H'=H. -H'E(f)
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Antenna/Spatial Cancellation

Y -H'=H. -H'E(f)
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Antenna/Spatial Cancellation

Y -H'=H. -H'E(f)

For 3-MIMO:
1
H' 1
Hi +Hp
- Hg
Hy  He\ Hy + Hyp
Yl(f) + Yg(f) - Y3(f) (H—t?, + H—t?,> - lHel + He2 - HeST] E(f)

Hy  Hp

Yi(£) + Ya(f) — Ya(F) (H— n H—) _ CE(p)
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Key Reinstallation Attack

‘ Supplicant (victim) ‘ ’Adversary (MitM) ‘ @
Msg1(r, ANonce) Msg1(r, ANonce)
Msg2(r, SNonce) Msg2(r, SNonce)

@ Msg3(r+1; GTK) Msg3(r+1; GTK)

Msg4(r+1)
Install PTK & GTK

@ Enc}ljtk{ Data(...) }
Msg3(r+2; GTK) Msg3(r+2; GTK)

©) Enc;tk{ Msg4(r+2) }

Reinstall PTK & GTK |

Enci) tk{ Msg4(r+2) }

@ Msg4(r+1)

"Tnstall PTK ? |

next transmitted frame(s) will reuse nonces

Encll)tk{ Data(...) } Enc;)tk{ Data(...) }
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Side Channel Cryptographic Key Extraction

0.08

0.08 |-
0.04 |
0.03

ol M

oot f ] |

Powaer (nanovalts)

Attacked bitis 1 ——
Attacked bitis 0 ——

Frequency (kHz)

a7

38 38

Figure 32: Power measurement frequency spectra of the second modular exponentiation.

PROFILING STAGE

Power traces  Known keys

Deep-learning model

Profiling device @
et = Capture o ()
P
g ° @
Encryption ®

(a) The profiling stage of a deep-learning based side-channel attack.

ATTACK STAGE |

Power traces Trained model
Victim device []
> Capture i ””,“\‘,." " Input ® Classify
.y ) o
Encryption ®

(b) The attack stage of a deep-learning based side-channel attack.

Figure 8. A signal segment from an electric attack, after demodulating and combining
measurements of several decryptions. Note the correlation between the signal (blue) and

the correct key bits (red).

00 0

it




Baseband

Example baseband signals

Y

DARTMOUTH

Example bandpass (not baseband) signal

0O «—

B

We want to transmit a
bandlimited signal

v

In a more convenient
region of the spectrum

Source: [PySDR]
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https://pysdr.org/content/sampling.html
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The importance of LO in RX

Example baseband signals

Example bandpass (not baseband) signal

\ 4
o
Y

0O «—

— >
B

B
We want to transmit a In @ more convenient
bandlimited signal region of the spectrum

v

WHY do we need to downconverter?

% We can only capture baseband (i.e., without downconvertion).

Capturing the full spectrum is too expensive (i.e., how much of the
spectrum we capture is given by 1/Ts.

% A radio with 160 MHz MHz sample rate is USD$17,000.

/7
**
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Error Function Convexity Reminder:

N_1 N-1 B /

. - Z - orifit/N

E(a,f) |z (t) E(t) = 2 dre™
t=0

Assume fixed f tilde;

N-1
E = > < x(t) — Z(t)|z(t) — Z(t) >
N-1
E = <z(t)|x(t) —2(t) > — < Z(t)|z(t) — Z(¢t) >

t=0

N-1

E = > <z(t)|z(t) > — < x(t)|2(t) > — < 2(t)|x(t) > + < Z(t)|2(¢t) >
N-1
E=) (z@t)]—z®)z()" - zt)z®t)" +[2(t)]*)



Error Function Convexity

DARTMOUTH

Reminder:
N1 N-1 »
— _ ~ _omifit/N
2 ~ ~ ~ ) = are
E=) (lz®)]®—z)z(t)" — 2(t)z(t)" + [2(¢)") kz_;
t=0
OF _ = :13 mekt/N — mesz}nt/Ne—zm'fkt/N
0a* =0 =0 m=0
SE — o N-1 3
Y e Y,
t=0 t=0
N-1 L
— Z w(t)€_27m‘fkt/N s N&k
t=0
N-1 )
Z w(t)e_%ifkt/N = Nay (We know this is a min. because, for fixed f tilde
—0 we have an ordinary least-squares problem)

1 N-1 -
ap = — Z w(t)e—mekt/N
N t=0

91



Error Function Convexity

Assume fixed a:
N—-1

B=> (le(t) —20)a()" - 3)(t) + (1))

Assuming f and f tilde are orthogonal*
N—1N-1 N—-1N-1 N—

B Z Z ayale2mifiFfit/N _

t=0 k=0

1N-1

t=0 k=0
Using sum of geometric series

Z |ax|®

1

E= Z_N\ak\z R Z

k=0 k=0

e2mi(fi— )

e2mi(fi—fr)/N —

e2mi(fi— ) _ 1
e2mi(fi—fr)/N — 1

|ax|?
N

* This is only true if f=f tilde. But will be close to orthogonal if values are not too far apart

Y Y ajage A fouN

DARTMOUTH

Reminder:
N-1 B
fﬁ(t) _ ~ke27rifkt/N
k=0
N-1
m(t) _ ake2m’fk.t/N
k=0
a(r™ —1)

Sgeo—series —

r—1
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Error Function Convexity

Reminder:
. , . N-1 .
From solution at fixed a we know: 7(t) = 7 e2mifit/N
N-1 k=0
G — 1 z( t)e—Zm'fkt/N N1 |
N — m(t) _ ake27rsz.t/N
N-1 . 2mi(fi—fr) _ 1 =0
= ake27rifkt/Ne—27rifkt/N _ %k _€ _
—0 N e2ri(fi—fi)/N 1

Plug into this expression:

N-1 N-1 la |2 2mi(fr—fr) _ 1 N-1 | |2 e2mi(fi—fr) _ 1
k e ag
=3 Ny - 30l e Yl +Zmak|2
k=0 k=0 e27rz(fk*fk)/N — ]_ k=0 eZm(fk fk —
To get
. Nz—:lN| |2 N-1 |a/k:|2 27rz(fk fe) _ N-1 |a |2 27rz(fk fr) _ Nz: |a'k|2 27r7,(fk fr) -1
_= a —
prd F e N e2mi(fr— fr)/N _ =0 e2mi(fi— fi)/N _ - e2mi(fi— f)/IN _ 1
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Error Function Convexity

2 2

E:N_lNyakP Z jag? | i) —1 |7 IR Jagl?| e i) — 1 +Ni ol e2milfi=fi) — 1
e prd e2mi(fi—fr)/N — 1 e N | g2rmi(fi—fi)/N — 1 prd N2 | g2mi(fi—fi)/N _ 1
. 2
N-1 N-1 a |2 2mi(fr—fk) — 1
k e
B3 Nt - Y |
a s e2milfi—fi) /N _ 1
2 sin(a(fe— F)
9 Sin L— Jk
RS o )
=0 \ sin(n(f — fi/N)
Using symbolic solver:
Where:
6B 2 sin(mz) csc?(Z2) (sin(rz) cot(FE — N cos(7z))) r = fr — fk

g N
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Error Function Convexity

Using symbolic solver:

SE  2msin(mz) csc?(ZE) (sin(mz) cot(ZE — N cos(mz)))

8f N
((5:712'7 = %2#2 csc’(mz/N) (N? cos®(rz) + sin®(nz) (2 cot®(mz/N + csc’(nz/N) — N?) — 4N sin(rz) cos(nz) cot(nz /N))
k
Where:
z = fr — [k

Showing Convexity is HARD:
Manually, | failed
Symbolic Solvers also failed

95



Error Function Convexity
NUMERICAL SOLUTION

Second Derivative Error Function

— N=2
N=4
— N=38
— N=16
— N=32
10000 4 —— N =64
N =128
—— N =256
N =512
5000 A — N=1024

15000

E"(x)

—5000 A

Does the assumption f and f tilde are SE

DARTMOUTH

Zeros of Error Function
Second Derivative:
0.500000000157555
0.431938788005115
0.418878806105801
:16 = 0.415796186508688
:32 = 0.415036193725720
:64 = 0.414846853932895
:128 = 0.414799565498124
:256 = 0.414787757349532

:512 = 0.414784828295256
11024 = 0.414784141685676

N:
N:
N:
\'
\'
\'
\'
\'
\'
\'

Where:

= fr — fx

orthogonal remains on this range? From some oy > 0V fy €[fr — 0.4, fr + 0.4]

rough experiments NO, it seems to be good in of
the range = 0.16
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Discrete Fourier Transform (DFT)

Forward Transform (Fourier Decomposition):

F[m] =< f[n], ¢m| ]>—iN§_:1f[ Je 2o/ N
m| = nl, om|n —Nn:O nle

Linear Orthogonal Decomposition with
Sinusoidal Basis

Inverse Transform (Fourier Reconstruction):

N—-1
fln) = ) _ Flm]e*™ /¥
n=0
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DFT Interpretation

DTFT with DFT superimposed

SDD T T T T T T T T T T T
DTFT with DFT supetimposed

3000 T T T T T T
ook ]

o000 - i
600 F E

6000 - E
00k — *

2000 - 4
400 | -

4000 * i
300 F u

3000 - 4
200 ]

2000 F E
100 T 1000 - E

o 1 1 L * e ¥ ¥
T T T T T 1T M A TR A 1 TRl T o 260 T80 700 320 340 360
Frequency [Hz) Frequency (Hz)
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Related Work

Detecting passive eavesdroppers in the MIMO wiretap channel
Receiver LO leakage detection when there is a clear channel (i.e.,
other RX/Tx pause operations).

Securing Inductively-Coupled Communication
Detection of near-field communication eavesdropper such as in RFID
systems. Near-Filed channel is greatly affected by eavesdropper presence.

Multiple studies regarding detection of radios through LO

leakage
This body of work focus on the detection of receivers’ leakage
when there are no transmissions.
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